General Guidelines as per IVG: 

· Subscription form: Use online printout of the subscription form and all mandatory fields are filled which includes subscriber date/authorisation date, id proof, address proof etc...  
· Different ink in the subscription form: It has been noticed that different ink has been used in the subscription form especially for entering email id.
· Document alteration: Subscriber has to sign of the respective line in case of any alteration made in the subscription form.
· Sify RA attestation: Sify RA signature, seal and the approval date should capture in every subscription form. Seal should contain the RA name and EMP Id.  Ensure date should match with the system approval date.
· Authorisation person Name not available: For ORG cases, Section 4 should capture the authorized person name and other details along with their attested Organizational ID proof.
· Attestation: Ensure to have the seal of the attesting officer which carries their name, office address and contact numbers. Also note Round seal which capture only the Bank name or Office names are not accepted.
· Subscriber Photo: Ensure to have a passport size photo of the subscriber. Scan copy etc. are not acceptable.
· Organisational DSC:  Organisation Name:  Complete legal name of the requesting organization. No shortcuts are allowed  Organisational Unit Name:  Department name of the requesting organization, designation, Organisation name etc. are not allowed and this is an optional field.
· In case tax return is not submitted, the organisation should provide a self-affidavit stating the reason.
· In case organization name is different from that in PAN card, the proof of name change should be submitted.
· In the case of authorised signatories’ own DSC application, it should be counter signed by at least one authorised person other than DSC applicant.
· For Partnership firm, In the case of authorised signatories’ self DSC application, it should be counter signed by at least one partner other than authorised signatory. For other firms it should be counter signed by at least one authorised person other than DSC applicant.
· In case the company is a single director company with no other authorized signatories, or a Proprietorship organization, it can be considered for self-authorization, provided that, necessary undertaking is given on the letter head confirming the reason.

· Verification of identity and address documents for foreign applicant 
· A DSC applicant is seemed as foreign applicant if the address (residential or organizational) provided in the DSC application form does not belong to India or identity document submitted is not issued by authorities under Government of India.
· For the verification of foreign applicant prior to issuance of DSC, the information provided by the DSC applicant in the DSC application form such as Name, photo, signature, residential/ organisational address and existence of organisation (if applicable) must be supported by documents which shall be included as a part of attested/certified documents. If any of these information is not a part of the attested/certified documents, the applicant has to produce additional proof by submitting documents issued by the government/bank of the respective country, in respective of proof of identity (Name, photo & signature) or address (personal/organisational). Such proof shall also be attested/certified.

a) Foreign applicant is residing in native country 
 
If native country is a signatory of Hague Convention: For attestation, proof of identity, address proof and photo on DSC application should be notarized by the Public Notary of that foreign country and apostilled by the competent authority of that foreign country. 
 
If native country is not a signatory of Hague Convention: For attestation, proof of identity ,address proof and photo on DSC application should be notarized by the Public Notary of that foreign country and consularized by the competent authority of that foreign country . 
 
Documents required: Passport/Govt issued identity, Application form with Photo (all attested).

b) Foreign applicant residing in India 
 
The following documents should be certified by Individual's Embassy 
 
1. Resident Permit certificate issued by Assistant Foreigner Regional Registration Officer, an officer of Bureau of Immigration India. 2. Passport 3. Visa 4. Application form with Photo (attested)   c. Foreign Applicant neither in India nor in the native country 
 
The following documents should be certified by the local embassy of the country to which the person belongs 1. Passport  2. Visa  3. Application form with Photo (attested) 
 


d. Foreign applicant holding OCI passport 
 
For foreign nationals with Indian dual citizenship (OCI passport issued by Govt of India and living in India) 1. For DSC with Indian address, the identity and address proof requirements shall be same as Indian nationals living in India. 2. For DSC with foreign address, the copy of their native country passport shall be treated as identity and address proof. 3. No appostilisation and consularisation is required. 4. For DSC application and attestation requirements shall be same as Indian nationals living in India. 5. If applicant not in India then he/she will have to follow the process of a foreign DSC Applicant. 
 
Note:  SafeScrypt CA assert that all Certificates issued under CCA hierarchy are as per the CCA Digital Signature Certificate Interoperability Guidelines (IOG) published at http://www.cca.gov.in In the event of any inconsistency between this document and that CCA orders/IOG, that CCA orders/IOG takes precedence over this document. 
 



